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LT, 207077 ARRYFBLETOREZAERL, EEREBOFELRIEL THERE
B4 5. HEERENFET 256, HERE~OBEBBRELZREEBN CTHRATES (¥
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X 2.1: SPIN O Eh{EMHEEE

Promela 5813 C S8R OELZER Y ANLTEY, CEREOBEEFITIIB LASCTL, I
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AHFFETIE, 5 3 E TR/ Khan b OR@EG) R EHRIFIROER OREAD, HEKRD
REHEICH D L E X . Khan bI3KBEEHELSIOEIEE (LI, EEH LS BEFEL
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BRI SN DBER DY, ARFRIIEIEZCRKFICTIFINILERSHS. Lnl,
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WCLERIFERO—ETHD. 2 0BIIHEREAEX=2Y 7470 ba/v ETESNAIER
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ERIC LERIFERO—E &1, EWCEEBFENEFO/RRAT — R T L— X7 EDOEAH O
BERETET. INUO0BHRIE, WREIFTREIND L nonce DIHE/ERR SN TLED
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4.1 DEMEFITIE, FHa & c % encrypt RAITER L7218, 1§80 {a}e L1EH{(b, ¢)}a).
% decrypt HLRITHRAT L TIHEIR (b, c) ZFTFHBERICINZ, KR E L THER D, c ZATRIHERIC
Mz 5. ZORMEPKRIEICB W CTLEREX2 U7 4717 b2l Khan 5 DOEZRTHZT,
TEHR O ITHBF IR SN2V E BRSNS, LirL, RFROBEL-HAIFK41ICLY,
BHERBEIG MR {a}. B|AD L OITRY, FROPEEFROGE CHORIRNEZPGETEX
EJ
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X 4.2: FEER LTZEGR - ETHAI

fRATRA ARRA
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»
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B A L Z hash
¢: Trhit,t)
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FEHITESIc 3@ F oz, BEMA9EY TX5 (X4.3 TIIATRHER 1-1, FriFE#®
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WMOGAH L EIER & OHIRIEELIRREFE 2 KIBITHEC L, BUERB TZEMERIETE
2. EERICEORERENT AN, B5EEZSRINV.

4.4 HREZERDEA

A3 HORIEIC X LT, AP CIIARNT - &R OMEHROBRERNE T TR
W E, BERRRICERRARESRE LCRE, MAADEORERS L TRRERS. L
ML, ZOWEROFIIHEEEROBREROERICED B HRBEEL, 2TOHROK
BRI R IBIR LT DI - SRILE R T TR b A BIREAE L 5.

% 4.4 XFHHER T = {{a}s, {b}e, c} 7B HAGERIC & 0 MBS o 2 FHEHRICNZ 2
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pair el

\ 4

{t19t2y(t1yt2)}
> FRiFEREL-1
> RiEEEL-2
> FRiEE#L-3
i encrypt G2
{tl,tz} —> {t19tz9{t1}l§}
> FikEfE#2-1
> FrieE2-2
> PifeiEE2-3
hash BERACE: S
> {tl’ tzyH(tlatg)}
I ———— > PR
4.3: HAEAIC X 2R ESUR R
TH{b}, Tkrec
decrypt

T—1{a}, TH+b
ThrFa

decrypt

4.4: HLAIE o BAR]
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BARGITHD. 22T, K44 OFFEHR» LHAEGDEORER DL 720, MEFROWE
FREZRPZENTORWER {b},,c Z<. T5&, FiFFEHRIZIT = {{a}p} DA ERD,
HAEDEOEITR - 7203, WEBBREZFTRCERVERRESNIMENREL S, Z ORE
RS 2720120, EREOKRFREREZERT 2LER S 20, RIFEIROMIE & PR
MWEHEMESErERLERS.

Z DIz, AWZETILERIRIRICERER L ERZ R FETIT L, ¥REXARLEOF
BEHIITRET D, AFEE, BEBROBRERCTHIHFEROLSTORALEDLE L,
VIR USRHT L 72 BB E OFTFHE A T 2 FETh 5. HERE TH O EROETOMA
Ao, BEERICH L CERHAZ Y ENGER S CERKRT S, ARBAIZ M X
I S TAR LZERBERER CTHIE, BFOUM X ICAARAZERD S, B
R CTHIEFEROMABOEFEMEZBEMLTNL. 7, HBICHWIHEEOFTRFERD,
FRNTHIRZ B C& 2 < 25 £ TRV IR LTS 5.

BEEH0
H(t19 {tZ}fs)

THH(Z,, {t)) reversed
Tt TH{t)y, "™ gewm
{tl,{tg}ta}

A 4

T L ) 2 reversed
Rt Twt, Tri
{ti.ty,85) [€

4.5: WA & G pHLAE ) O B AR

4.5 13 mE GAFAEAOEEFITH 5. BEFREZX 4.5 FOMEFEHRO THD h
(t1, {ta}ss) £T5. T2 &, BERROITEMMAID hash HAIDOH M X (4.5 D reversed
hash HAl) BEHTE 5729, t; & {ta}, DHAEDLORTHIMEFER 1 BERSIND. %
LT, [FRIZ encrypt HAIDOW A E (X 4.5 F1D reversed encrypt AR O@EHIZ X v 5%
BWLND b & ty, t3 DIEHBEDETHIMERR2 NERIND. HHEEROHANT
WEBBRICS L THEATE R R ETHVIEIND. @A TE 25 LHAIO@ERIZ X
VAR SN HEEFROBEM (X 4.5 HOBBEEH 0~2) L, FATLELEVELEH S
Te W BE OFTRHEHR Tl 5.

COFETITHAZ 2[EEA S ETHREFROFEMEII3 @Y Livie, HBE O
FEMOBEMIL L@ LRV, EN3 B Ol TEL. T, BH O « AR
BAZAWEFELYD bR X207 4 7o a2 BERE CLEEMERIETE 5.

YA T AR, B EARE YA L.
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|

EE

i

FEE =

N\
4

5.1 IREFEDERE

AAFFEDRBEFIEDOELEIZEHAL T, K51 DX 5 IZHEHRADT —FHiEIL 1 kooldd] (X
5.1 D Elem) ZMAWTHEIEL TEY, SRAENME S - EHERERILEN S BEz
%7 (KF @ CRYPT R°HASHIZf%Y§ %) THAIL TS, £, HBEIFREZHE
B CT& 5w, WBEEOFHTFHERICIT 2 Roks (M5.1%0 GET) ZHWTEEL
TW5. TOkd), FHREOGKERSKEE OFFERICITI ERYEH 5.

{a)s CRYPT a b 0 0 GETI[0]

b b 0 0 0 0 GET[1]

H(a, {b}c) HASH a CRYPT b c GET[2]
Elem[0] Elem][1] Elem[2] Elem|3] Elem[4]

5.1: IEHIADT — FHE1E

5.2 IRIEERDEE

ARO[ E GRAEIC LY, AV EAESCAERHZ &EOREIMX b EET
B, WA E GO FIEE AWVl E OHEREDSE L ifia & &R OH ELED
HBEICBWT, FEER» DEERFREER T 20HET D707 T L% E L, SPIN
TEITLTAEVFEHAECAEREZRAE L (R ASR) .

5.2 [T@H OH BN DGE (normal) & iHim & GO ELIEDS A (reversed) T,
AEVEMHE (eq memory) &ALEEEFR (elapsed time) M L7=7T7 7 CThHhD. HIEMS
RBBOLE D AT V) FERESCLIRREOT —Z13, REIECTAER SN DIREZEMF OEIR
RBOMEBRETRKESEDLD LI, REZEHZERBTHHEBRVEDT —F L0 HEN
INEL 2B, RB2ITHERRNEDT —FEHRLTND. £ 770X A MITH
% E03 X° E04 1%, 5.1 Hi TR EREDOT — X HEEIZE T 5 Elem O EREIZHEY T 5.
D%V, E03 THIUTFHREIL1EE TERBAIZEATE, E05 THNIL2EE TEAT
5. ¥, RERICEZ 7 708 H 5 G06 X° G121, 5.1 BiTRAR-HWRE OFTRE
WO EFREUCFE ST 5.

520K 7T 7k RD &, BHEOHELIEIL GO8 CHEERF I IZHEEEIEA BN A5
nad. —F, HmEEROHEELET G06 25 G165 ETIZE A CHEMB RS2, 8k
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A P F 18 SRR EU R (E03) - PSRN (£03)
2 12 40
10
T o7
U g 20
% 4 / —pnormal g 10 / e O B
# é é o il B €520 5 ‘ oy [EV TSR
5823339549 L ogEmegqdanIy
[CIRCIRCIRCIRCIRC IR IR IR T T D00 TV VU YY
HrR K ORI ] WL ORI (L]
(8] PR S A EL R {E04) (sadl P ISR IRNTE (£04)
2 50 680G
500
- 7 Y f
1y 30 f ;o !
£ 20 I e PRSP g 200 I e (30 TN |
E 12 ’ ‘ e FEV EF5ET mg | ‘l el FEVETEEE
SSmagdNn =y gSeaadNny
[CIRCIRGERCIEC ERC IR T IRC IR T I T BRI IRCIRC IR U CIRC IO D
B ORI L} e EORATIEIE [#]
(8] P ISR I AR (£05) [sec] i S8 SRR AIPNSTE (E05)
2 300 f 5000
250 2000
- % w0 ]
g 100 Il el 10 T MVBE 5§ 2000 ] 0 rmal
1000
7 52 é ~ o i FEVEFSEd 0 ‘ y e [EVETSED
858 q 258332083824
800 o] DOV VVVVOOY

283303
L e s S A2
B E ORTTIRIERY [#]

5.2: W@ & Wi & B R OHE LI D HLlRE R

FPEPEL

L% B %% B




A OBEOHEAR BIEHER H) /A5 &, BE05 OEBIZRBWT, WBEOFRIF®RN
1T oWMT 5 &, EERYIL50 < BEIML TV 5., AFEOFRE T G09 LI END
i, 1 EIOHERIRIC 3810 D 50 (FFEDEEIN N D720 ThD. —F, HmEEOH
EALHE (RFERER B 2R, LERFHOBINIENTHS.

TOX I, AFFEOBRE LM E ARAE O A TR, BEEREBEE OFEHE
WO DIENDPHETHBICEDTHY, BEOFEL bR EX=2Y T 470 b=
N REMRIETE 5.

W, SEHECHNET BT A TR, A Y HARESCAERR R OB 2B nic X
D W O BB THEEN KD B WRILE BT D728, fi#tT - AR OR 54#4F & hash
BEEZBE VWD (8B SR .
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6.1 ¥R

AR TIEEF 2V T 4 78 b arvoReEEBBRIECBW T, EAFENRETHE LA
ARERETAMABEIEICER Lz, T LT, BEFEMIED Khan b OFIEIZI T 2 1EF RIFRO
MpEHORERNZER L, MEFRLZEE L L CHERRROAELZFER L. £,
Khan 5 DOFETIIRZ 2 WEMLEROGFEEL R LT, B2 EE RS hash Bz #
VETx A4 - SRRAIZEER L, Khan bOFEIV LEL OEEOEX 2 7 4 /1
M VERIEATREIC L7z, L L, HHRIREROERSEM BRI EOFERICLY, Fk
AT ABICIREEUBRMENAEL, HERHE - AT VERAENBINLT. 2079,
AFZE TIIF - IS X AR OB A FEEARE L TEEERITV, RIEIC X 0 IREHOHE
MOMHEINTEAHZ EERLE.

6.2 SEDEE

AFETIE, BEFECH L CEMEREROBERUNEZEA LZ720D, BHEREREED
X2l T4 u ha L bREEAREE R o7-. L L, BEFEFETHRAZEEI D b/ R
XY T 47 u har TR, REEZIBRMBENA U CEERM CTHEBIMIETX 220
EWIHBENRDHD. EBIZ, TNETAMETITEXF 2V T 478 b aLoreMtEERGE
1ZoWT, Khan b OFE L WGERRSCRIEAE 2 a0 TR LR, 7 VRE
HEE AW ORZER [RS00] & O HECHM O RNFIE L OB ESEITOLERDHS.
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HEE

HED D EWL R THETEW 2 I &I TR, #8 TREBMERIZ 2o 7KL A @8RBI IR

WMOBERLET. IEEOMAFIA%E CBIERIC R BAETFELR, IEOREDS
TEL DR L RRE 52 T R E -k IE & AR TRIE, HEEY 7 by =T H%E
EOE I ARSI LET.
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FER A

Wila] E & BALIE O LB ET T

W OHAERAR (BIER:H)

WEHOHERE (BIETR: B

6.1: HEHE DOERNEDOFMT — &

22

S PNE P

T % W 72

Name ‘eq memory | elapsed time Mame &0 memory g!apsed time
GOGE03 | 0.089 0093] |GOGED3 0 0015
G07ED3 | 0.784 162| |co7ED3 0 0015
GO8SED3 | 0564 16| |GDBED3 0 0015
GD9ED3 GO9E03 0 0015
G10E03 GIDED3 | 0 0015
G11E03 G11ED3 0 0015
G12E03 G12E03 0 0015
G13E03 | G13E03 | 0 0.015
G14E03 | G14ED3 i 0.015
G15E03 | G15E03 0 0.015
GOBED4 0166 0234| |GDGED4 0 0015
GO7E04 2 466 105] |GO7ED4 i 0015
GOSED4 40219 524| |GOBED4 0 0.015
GO9ED4 GO9E04 | 0 0.015
G10E04 GI1DED4 | 0 0015
G11E04 GI1ED4 | 0 0015
G12E04 G12E04 0 0015
G13E04 | G13E04 | 0 0015
G14E04 | G14ED4 i 0015
GI15E04 | G15E04 i 0015
GOGEDS | 0.504 0795 |GosE0s | 0 0015
GO7EDS 10,464 405 |GD7EOS 0 0015
GO8EDS 262,452 3810 |GOBEDS 0 0015
GO9EDS GO9E0S | 0 0015
G10E05 | GIDEDS | 0 0015
G11E06 GI1EDS | 0 0015
G12E05 G12E05 0 0015
G13E05 GI13E05 0 0015
G14E05 | G14E05 0 0015
G15E05 G15E05 0 0015

[Sec] [MB] [Sec] [MB]



FEFSKROAERE (BEEE:H) FEZSROAEAR (BEHEE: A
Mame || eq memory | elapsed time| |Name || eq memory | elapsed time
GOGED3 0,002 0015|  |GDGED3 0015
GO7E03 | 0.002 0015 |G07E03 | 0015
GOSED3 | 0,003 0015 |GOSE03 0015
GO9ED3 | 0.003 0015  |GO9EDS | 0015
0003 0015| |Ga1oEo3 | 0015
0.003 oo1s|  |e11E03 | 0015
0.003 0015| |[G12E03 0015
0.004 oms|  [G13E03 | 0015
)3 | 0.004 oo15|  |G14E03 | 0.015
G15E03 | 0.004 0015| |G15E03 | 0015

oOIo|Io|o|Io|oc|lo|o|lo|D

0015
0015
0015
005
005
0015
0.015
0015
0015
0015

GOGED4 | 0.003 0015 |GOGED4 |
GO7ED4 | 0.003 0015| |GO7ED4 |
GOSED4 0,003 0015| |GOSED4
GO9ED4 | 0.003 0015 |GOYE0D4
G10E04 | 0.004 0015|  |G1oEo4 |
GI1ED4 | 0.004 0015  |Ga11E04 |
G12ED4 0.004 0015  |G12E04
G13E04 | 0.004 0015|  [G13E04
G14E04 | 0.005 0015| |G14E04 |
G15E04 | 0.005 0015| |G15E04 |

OoO|Io|Io|o|o|D|o|jo|Oo |

0015
0.015
0015
0015
0015
0015
0015
0015
0015
0015
[MB]

GOBEDS | 0.003 005| |GOGEDS |
GO7EDS || 0.003 0015  |GO7EDS |
GOSEDS 0,004 0015 |GOSEDS
GO9EDS | 0.004 oo1s]  |GngEos |
G10EDS | 0.004 00ms| |G10E0S
GI1EDS | 0.005 005l [G11EDS |
G12E05 | 0.005 0015 |G12E05
G13E05 | 0.005 0015] |G13E0S |
G14E05 | 0.006 0015|  |G14E05 |
G15E06 | 0.006 0ms| |G15E0S

[Secl] [ME] [Sec

oO|Io|lo|o|lo|o|Oo|o|lo|D

(=)

6.2: Wi & & RRALEE ORHAT T — &
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18k B FREEFHBANEAOHETAT S A

W ~NOOWN

#define GET_MAX 6
#define ELEMENT_MAX 3
#define COMB_CRYPT 1
#define COMB_HASH 2
#define COMB_PAIR 3
#define ID_A 4
#define ID_B 5
#define ID_I 6
#define PU
#define PUB_
#define PUB_
#define PRI_A 10
#define PRI_B 11
#define PRI_T 12
#define NONCE_X 13
#define NONCE_Y 14

o w1
= o >
0w 00 N

byte sizeGet, sizeGetBefore, sizeSec, sizeSecBefore; /* 2 —FOFFFHEROE */
typedef VECTOR{

byte element [ELEMENT_MAX] = 0;

}

VECTOR getInfo[GET_MAX]; /* FiFFiE®H */

VECTOR secInfol[GET_MAX]; /* IHEHE®H *+/

VECTOR tempAnalzl, tempAnalz2; /* fEATIC L 0 ELNIfEHR */
bool flawA = false; /* MEEIHERIMROHIERT F 7 */

bool flawAnalzl, flawAnalz2; /* FiFHE#R & DLEBGER */
bool tempFlaw;

byte numAnalz; /* fENTT BFETFRHEROERFES */

byte countInfo, countElement, countResult;

byte cgi_countInfo, cgi_countElement;

/* k¢ ok ok ok ok sk ok ok ok ok 3k ok 3 ok ok ok 3K ok 3k ok ok ok ok ok ok ok ok ok ok K ok 3k X ok */

/* FEEHPEANTT VF MIETERIR +/

/x NI BRI */

/* A7) BIRT2FEFD LR */

/* ok 3k 2k 3k ok 3k ok ok ok 3k k sk ok 3k 3K ok 3k ok k o 3k ok ok ok ok ok ok o ok ok ok %k >k %k */
inline chooseNumFromInfo(cnfi_num, cnfi_size){
cnfi_num = O;

do
(cnfi_num < cnfi_size-1) -> cnfi_num++;
(1) -> break;

od;

}

/* 3k 3k 3k ok ok 3k ok ok 3k ok ok ok 3K ok o ok ok ok ok ok ok o ok ok 3k ok ok ok ok 3k %k X %k K */

/* BEDOEERNFHEHHERNCEODRE +/
/% AN 1 RELTEWREDER */
/% A2 RERREEBMNT D bool K */
[% kokkokkR Rk KRRk Kok Kk kR sk oRk KRk K ok [
inline checkGetInfo(cgi_checkInfo, cgi_flaw){
cgi_flaw = false;
cgi_countInfo = 0;
do
((cgi_countInfo < sizeGet) && !cgi_flaw) ->
cgi_countElement = 0;
do
(cgi_countElement < ELEMENT_MAX) ->
if
(cgi_checkInfo.element [cgi_countElement]
== getInfol[cgi_countInfo].element [cgi_countElement]) ->
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61

62 ::

63

64 ::

65
66
67
68

69 ::

70
71
72
73
74
75
76
7
78
79

80 ::

81
82
83

84 ::

85
86
87
88
89
90

91 ::

92

93 ::

94
95
96

97 ::

98
99
100
101
102

103 ::

104
105
106
107
108

109 ::

110
111
112

113 ::

114
115
116
117
118

119 ::

120

121 ::

122
123

124 ::

125
126
127

128 ::

129

130 ::

131

cgi_countElement++;
else -> break;
fi;

else —>
cgi_flaw = true;
break;

od;
cgi_countInfot++;

else -> break;
od;
}
/% rkskkkokksoRokk kR Rk kR Rk ok kR ok Rk ok %/

/% BRIERE B4 OFRITHIIEL THW */
/% AT T HIER */
[ kkskkokskokkskok ok sk kR kR sk sk ok doksk ok okok Rk ok /
inline separateGetPAIR(rsi_numAnalz){
countElement = 0;

do

(countElement < ELEMENT_MAX) ->
tempAnalzl.element [countElement] = 0;
tempAnalz2.element [countElement] = 0;
countElement++;

else -> break;

od;

countElement = 1;
countInfo = 1;
countResult = 0;

do
(countElement < ELEMENT_MAX && 1 <= countInfo) ->
if
((getInfo[rsi_numAnalz].element[countElement] == COMB_CRYPT)
|| (getInfolrsi_numAnalz].element [countElement] == COMB_HASH)
|1 (getInfo[rsi_numAnalz].element[countElement] == COMB_PAIR)) —->
countInfo++;
else —>
countInfo--;
fi;
tempAnalz1.element [countResult] = getInfo[rsi_numAnalz] .element [countElement];

countElement++;

countResult++;

else -> break;

od;

checkGetInfo(tempAnalzl, flawAnalzl);

countResult = 0;

do

(_countElement < ELEMENT_MAX) ->

tempAnalz2.element [countResult] = getInfo[rsi_numAnalz].element [countElement];
countElement++;

countResult++;

else -> break;

od;

checkGetInfo(tempAnalz2, flawAnalz2);

countElement = 0;

if

(flawAnalzl &% flawAnalz2) ->

do

(countElement < ELEMENT_MAX) ->

getInfo[rsi_numAnalz] .element [countElement] = getInfo[sizeGet-1].element [countElement];
countElement++;

else ->

sizeGet——;

break;

od;

(!flawAnalzl && flawAnalz2) ->

do

(countElement < ELEMENT_MAX) ->

getInfo[rsi_numAnalz].element[countElement] = tempAnalzl.element [countElement];
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132 countElement++;

133 :: else -> break;

134 od;

135 :: (flawAnalzl && !flawAnalz2) ->

136 do

137 :: (countElement < ELEMENT_MAX) ->

138 getInfo[rsi_numAnalz].element[countElement] = tempAnalz2.element [countElement];
139 countElement++;

140 :: else -> break;

141 od;

142 :: else —>

143 do

144 :: (countElement < ELEMENT_MAX) —->

145 getInfo[rsi_numAnalz].element[countElement] = tempAnalzl.element [countElement];
146 getInfol[sizeGet].element [countElement] = tempAnalz2.element[countElement];
147 countElement++;

148 :: else —>

149 sizeGet++;

150 break;

151 od;

152 fi;

153 }

154

155 /* * *k * * %/

156 /* HEEAERE B2 OFRITOAE L THMH +/

157 /* AN 1 : T HIE®R */

158 /% skkkskkkokokskokodkokkokokokokokdoksktok ook kokkkok ok /

159 inline separateSec(rsi_numAnalz){

160 countElement = 1;

161 countInfo = 1;

162 countResult = 0;

163 do

164 :: (countElement < ELEMENT_MAX && 1 <= countInfo) ->

165 if

166 :: ((secInfolrsi_numAnalz].element [countElement] == COMB_CRYPT)
167 || (secInfolrsi_numAnalz].element [countElement] == COMB_HASH)

168 || (secInfolrsi_numAnalz].element [countElement] == COMB_PAIR)) ->
169 countInfo++;

170 :: else ->

171 countInfo--;

172 £fi;

173 tempAnalzi.element [countResult] = secInfo[rsi_numAnalz].element[countElement];
174 countElement++;

175 countResult++;

176 :: else -> break;

177 od;

178 checkGetInfo(tempAnalzi, flawAnalzil);
179

180 countResult = 0;

181 do

182 :: (countElement < ELEMENT_MAX) ->
183 tempAnalz2.e1ement[countResult] = secInfo[rsi_numAnalz].element [countElement];
184 countElement++;

185 countResult++;

186 :: else -> break;

187 od;

188 checkGetInfo(tempAnalz2, flawAnalz2);
189

190 countElement = O;

191 if

192 :: (flawAnalzl && flawAnalz2) ->

193 do

194 :: (countElement < ELEMENT_MAX) ->
195 secInfo[rsi_numAnalz].element [countElement] = secInfo[sizeSec-1].element [countElement] ;
196 countElement++;

197 :: else ->

198 sizeSec—-;

199 break;

200 od;

201 :: (!flawAnalzl && flawAnalz2) ->
202 do
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203 ::

204
205

206 ::

207

208 ::

209

210 ::

211
212

213 ::

214

215 ::

216

217 ::

218
219
220

221 ::

222
223
224
225
226
227
228
229
230
231
232

233 ::

234
235
236

237 ::
238 ::

239
240

241 ::
242 ::

243

244 ::

245
246
247

248 ::

249
250
251

262 ::

253
254

255 ::

256
257

258 ::
2569 ::

260

261 ::

262
263
264
265
266
267
268
269
270
271

272 ::

273

(countElement < ELEMENT_MAX) ->
secInfolrsi_numAnalz] .element [countElement] = tempAnalzl.element [countElement];
countElement++;

else -> break;

od;

(flawAnalzl && !'flawAnalz2) ->

do

(countElement < ELEMENT_MAX) ->

secInfo[rsi_numAnalz] .element [countElement] = tempAnalz2.element[countElement];
countElement++;

else -> break;

od;

else —>

do

(countElement < ELEMENT_MAX) ->

secInfolrsi_numAnalz] .element [countElement] = tempAnalzl.element [countElement];
secInfo[sizeSec].element [countElement] = tempAnalz2.element [countElement];
countElement++;

else —>

sizeSec++;

break;

od;

fi;

}

J% kR Rk Rk Kok kK sk kR kR Kk sk ok ok ok /
/* AT S0 BR */

/% okskokoRskok ok Rk sk sk ik ok ok kR sk ook ok ok ok ok K /
inline procAnalz(){

do

(sizeGet < GET_MAX-1) ->
sizeGetBefore = sizeGet;
chooseNumFromInfo(_numAnalz, sizeGet);
if

(getInfo[numAnalz] .element [0] == COMB_PAIR) -> separateGetPAIR (numAnalz);
else -> break;

fi;

if

(sizeGetBefore > sizeGet) -> break;
else -> skip;

fi;

(1) -> break;

od;

do

(sizeSec < GET_MAX-1) ->

sizeSecBefore = sizeSec;
chooseNumFromInfo(numAnalz, sizeSec);

if

((secInfol[numAnalz].element [0] == COMB_CRYPT)
|| (secInfol[numAnalz].element[0] == COMB_HASH)
|| (secInfo[numAnalz].element[0] == COMB_PAIR)) -> separateSec(numAnalz);
else -> break;

fi;

if

(sizeSecBefore > sizeSec) -> break;

else -> skip;

fi;

(1) -> break;

od;

}

/* sk ok ok ok 3k ok ok 3k 3k 2k ok ok ok 3k 3K 5k %k ok o ok 3 ok 3 ke k dk k ok ok %k %k ok %k kK */

/* L e */

[k sokskakkokkok kR kR kR KRRk kK kKRR KRk K /
inline procCheck(){

flawA = true;

countInfo = 0;

do

(countInfo < sizeSec) ->
checkGetInfo(secInfol[countInfo]l, tempFlaw);
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274
275

276 ::

277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304

flawA = (flawA && tempFlaw);
countInfo++;

else -> break;
od;
}
/% okkskokk *k *% *k/
/* BRAA LR */
/o kskokokok ok ok ok ok ok ok ok ok ok sk kK ok Kok okok koK Kok ok ok ok %k /
init{

/* VISR EANT */

atomic{

/* UIHIETRERONT) */

getInfo[0].element [0]
getInfo[1].element [0]
getInfo[2].element [0]
getInfo[2].element[1]
getInfo[2].element [2]
sizeGet = 3;

/% BEEFBRONTT */
secInfo[0] .element [0]
secInfo[0] .element [1]
secInfo[0] .element [2]
sizeSec = 1;

procAnalz();
procCheck() ;
assert(!flawAd);
}

}

NONCE_X;
NONCE_Y;
COMB_PAIR;
PUB_A;
ID_A;

COMB_PAIR;
PUB_A;
ID_A;
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F8x C

W ~NO O WN -

OO AT OO D DD DD DD D DD WWWWWWWWWWNNNNDNDNNDNDNDDNE e
SOWO NN D WNRLOOWONOODWNRLOOVONOOTAP WNRLOOVONOTT P WNFROWOVWON®OD WNERL OO

#define
#define
#define
#define
#define
#define
#define
#define

ARAROREFEDRIETAY

ID_MAX 4 /* ID_MAX = the number of agents */

ELEMENT_MAX 11 /* ELEMENT_MAX = the times of synth * 2 + 1 */
ARRAY_MAX 20

STORE_MAX 10 /* STORE_MAX = the number of intruder’s information */
COMB_PAIR 252

COMB_CRYPT 253

COMB_HASH 254

NULL 255

mtype{msgl, msg2, msg3};

typedef

Contents{

byte element [ELEMENT_MAX] = NULL

};

Contents getInfo[ARRAY_MAX]; /* intruder’s information */
Contents secInfo[ARRAY_MAX]; /#* secret information & reversed composition pattern */
Contents tempAnalzi, tempAnalz2;

typedef

chan C =

byte,/*

channel{
[0] of { mtype,/* message type */
partner’s id */

Contents /* message contents */

};
};
channel
typedef

proc_chan [ID_MAX];
stored_data{

mtype msg_type;
Contents data;

}

stored_data stored_mesg[STORE_MAX];

byte public_key[ID_MAX] = NULL;

byte private_key[ID_MAX] = NULL;

byte getInfoSize = 0, secInfoSize = 1;

byte s_ptr = 0, agent_num = 3;

byte countArrayl, countArray2, countElement, countInfo, countResult;
byte tempSizel, tempSize2;

bool tempFlawl, tempFlaw2, flaw; /* security property */

/% seokokokokok ok ok ok ok ok ok ok ok o ok ok ok ok ok ook o ok ok ok ok ok ok ok ok ok k oK */

/*

Bl 5 23R O FIHL */

/% doksokskokok Rk Rk KRRk kR ko ok sk kR ok ok Kok Kok ok /

inline setInitArray(sia_array){

countElement = 0;
do
(countElement >= ELEMENT_MAX) -> break;

: else ->
sia_array.element[countElement] = NULL;
countElement++;
od;
}
[ % kokkokokkok Kok Kok kK sk Kok Kok kK ok K sk sk kR kKR ok ok /
/* Bo I fe R SR D WL */
/* 3k o ok ok 3 ok 3 ok Sk 3k ok ok ok 3 ok 3 ok 3k ok ok ok ok 3k ok 3k ok 3k ok ok ok ok %k ok %k */

inline setInitSecretInfoHead(){

countInfo = 0;
do

(countInfo >= ARRAY_MAX) -> break;
it else ->
secInfo[countInfo] .element [0] = NULL;
countInfo++;
od;
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61
62
63
64
65
66
67
68
69
70

71 ::
72 ::

73
74
75
76
7
78
79
80
81
82
83
84
85

86 ::
87 ::

88

89 ::

90
91
92

93 ::

94
95
96
97
98
99
100
101
102
103
104
105

106 ::
107 ::

108
109
110
111
112
113
114
115
116

117 ::
118 ::

119
120
121
122
123
124
125
126
127

128 ::
129 ::

130
131

}

/% kokkokkskokokok ok kR kKRR KKk kR okok ok /
/% BOH D TS */
/% xkkx *kokok */
inline addInitIntrudersInfo(){
getInfo[0].element [0] = private_key[0];
countElement = O;
do
(countElement >= agent_num) -> break;
else ->
getInfolgetInfoSize+countElement] .element [0] = public_key[countElement];

countElement++;
od;
getInfoSize = agent_num + 1;

}

/% kkkkok sokokokkkkk ok /

/* AREROERPERE */
/% sokskokkkokkkok ok KRk sk ok oksk ok Kok ok Kok Kk K /
inline countInfoSize(cis_info, cis_size){
cis_size = 0;

countInfo = 1;

do

(countInfo <= 0) -> break;

else —>

if

(cis_info.element [cis_size] == COMB_PAIR
|| cis_info.element[cis_size] == COMB_CRYPT
|| cis_info.element[cis_size] == COMB_HASH) ->
countInfo++;

else —->

countInfo--;

fi;

cis_sizet+;

od;

}

[ sokkoRkokkok koK Rk Kk ok ksk ok sk Kk kR ok koK K/

/% SEREMNC FAT T 1 A R */

/% skrkokokkokkokskokoksk KRRk sk kR Rk kR Rk Kok Kok ok /

inline getAValidProcess(gvp_num){

gvp_num = 1;

do /* choose the process to send the message */
break;

(gvp_num < agent_num - 1) -> gvp_num++;

od;

}

/* oK ok e ok ok ok 3k 3 ok ok ok ok ok ok ok ok ok ok ok sk ok ok ok ok 3k ok ok e o ok ok ok %k ok */

/* FEPLTE B\ FTHFIRALS | 5 2 8 IR */
[ sksorokokokoRR kKR KRk KR skok Rk kKR Rk /
inline chooseGetNum(cgn_num){

cgn_num = O;

do

break;

(cgn_num < getInfoSize - 1) -> cgn_numt+;
od;

}

/% kksokokskkoRokk KRR KRRk KRR kR sk Rk Kok ok ok /

/* FEURE R B ALY |3 5 & BIR */
/% dokskokokkokskokok Rk ok kR ok ok sk ok ok ok Kok ok k /
inline chooseSecNum(csn_num){

csn_num = O;

do

break;

(csn_num < secInfoSize - 1) -> csn_num+t+;
od;

}
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133
134
135
136
137
138
139

140 ::

141
142
143

144 ::

145
146

147 ::

148

149 ::

150
1561

152 ::

153
154

155 ::

156

157 ::

1568
159
160

161 ::

162
163
164
165
166
167
168
169
170

171 ::
172 ::

173

174 ::
175 ::

176
177

178 ::

179
180

181 ::
182 ::

183
184
185
186
187

188 ::

189

190 ::

191
192
193
194

196 ::

196
197
198
199

200 ::

201
202

/* 2k 2k ok ok 3k ok sk ok ok 3 3k ok ok 3k ok ok 3k ok ok ke Sk ok e ok ok 3k ok ok ok ok ok Xk ok ok */

/% FHFERICEEN TV HERDMER +/

/* Hoko KKK *okkk k/

inline checkGetInfo(cgi_info, cgi_flaw){
cgi_flaw = false;

countArray2 = 0;

do

((countArray2 < getInfoSize) && !cgi_flaw) ->
countInfo = 1;

countResult = 0;

do

(countInfo == 0) ->

cgi_flaw = true;

break;

else ->

if

((cgi_info.element [countResult] == COMB_PAIR)
(cgi_info.element [countResult] == COMB_CRYPT)
(cgi_info.element [countResult] == COMB_HASH)) -> countInfo++;
else -> countInfo--;

fi;
if

1]
[}

(cgi_info.element [countResult] getInfo[countArray?2] .element [countResult]) ->
countResult++;

else -> break;

fi;

od;

countArray2++;
else -> break;

od;

}

/* 3k ok 2k ok ok 2k K ok ok 3k 2k 3k 5K 3k 2k 3k ok 2k 2 ok ke ok ok ok o 3 2 ok ok ok ok ok %k Xk */

/* P BN O A RIEREZSH */

/* 2k ok 3k 3k 2k ok ok ok 3k 3k % ok 3k ok ok ok 3k ok ok ok ok o ok 3 e k k ok ok ke e ok kK */
inline changeSameStructure(css_info, css_size){
countArray2 = 0;

do

(countArray2 >= getInfoSize) -> break;

else ->

if

skip;

1) -

countElement = 0;

do

(countElement >= css_size) ->

countElement = 0;

do

(countElement >= css_size) -> break;

else ->

css_info.element [countElement] = getInfolcountArray2].element [countElement];
countElement++;

od;
countArray2 = getInfoSize;
break;
else ->
if

((css_info.element [countElement] == COMB_PAIR

|| css_info.element [countElement] == COMB_CRYPT

|| css_info.element[countElement] == COMB_HASH)

&& css_info.element [countElement] != getInfo[countArray2)].element [countElement]) ->
break;

((getInfol[countArray2].element [countElement] == COMB_PAIR

|| getInfolcountArray2].element[countElement] == COMB_CRYPT

|| getInfol[countArray2].element [countElement] == COMB_HASH)

&& css_info.element [countElement] != getInfo[countArray2].element [countElement]) ->
break; )
else -> countElement++;
fi;
od;
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203
204
205
206
207
208
209
210
211
212
213
214
215

216 ::

217
218

219 ::
220 ::

221
222
223
224
225

226 ::

227
228
229
230
231
232
233
234
235
236
237
238
239

240 ::

241

242 ::

243
244
245

246 ::

247
248
249
250
251

262 ::

253
254
255
256
257
258

259 ::

260

261 ::

262
263
264

265 ::

266
267
268
269
270

271 ::

272
273

fi;
countArray2++;
od;

}

/* *ok koK */
/* ZEA v E—VEFFFERIINZ S */
/* *okkk * x/
inline copyContents(){
addInitIntrudersInfo();

countArrayl = 0;

do

(countArrayl < s_ptr && (getInfoSize+countArrayl) < ARRAY_MAX) ->
countElement = 0;

do .

(countElement >= ELEMENT_MAX) -> break;

else ->

getInfo[getInfoSize+countArrayi].element [countElement]
= stored_mesg([countArrayl] .data.element [countElement];
countElement++;

od;

countArrayl++;

else -> break;

od;

getInfoSize = getInfoSize + countArrayl;

}

/* k¢ ok ok ok ok 3 3k ok ok 3k ok 3K %k ok ok 3k ok ok ok 3k ok ok ok ok ok o ok ok ok %k Xk ok ok k */
/*  BSERBRER 2 OB L THEH  +/
/% Rsokskokok ok koK ok ok ok ok Kok ok o ok K Kok ok ok ok kK Kok ok ok ok /
inline separateData(sd_num){

countElement = 1;

countResult = 0;
countInfo = 1;

do

(countElement < ELEMENT_MAX && O < countInfo) ->

if

((secInfo[sd_num] .element [countElement] == COMB_PAIR)

|| (secInfol[sd_num].element [countElement] == COMB_CRYPT)

|| (secInfol[sd_num].element[countElement] == COMB_HASH)) ->
countInfo++;

else ->

countInfo--;

fi;

secInfo[sd_num+1] .element [countResult] = secInfo[sd_num].element [countElement];
countElement++;

countResult++;

else -> break;

od;

countArray2 = countResult;

countResult = 0;

countInfo = 1;

do

(countElement < ELEMENT_MAX && O < countInfo) ->

if

((secInfo[sd_num].element [countElement] == COMB_PAIR)

|| (secInfol[sd_num].element [countElement] == COMB_CRYPT)

|| (secInfolsd_num].element[countElement] == COMB_HASH)) ->
countInfo++;

else ->

countInfo--;

fi;

secInfo[sd_num+l+countArray2] .element [countResult] = secInfo[sd_num].element[countElement];
countElement++;

countResult++;

else -> break;

od;

}
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274
275
276
277
278
279

280 ::

281
282

283 ::
284 ::
result.element [countElement] = secInfo[0].element [countElement];

285
286
287
288
289

290 ::

291
292

293 ::
294 ::

295

296 ::
297 ::

298
299
300
301
302
303
304
305
306
307
308

309 ::
310 ::

311

312 ::
313 ::

314
315
316
317

318 ::
319 ::

320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341

342 ::

343

344 ::

/* * */
/* A v — V4L */
/% kkkk *% x/
inline makeMessage(result){
if

(1) ->/* replay mssage */
countElement = 0;

do
(countElement >= ELEMENT_MAX) -> break;
else —>

countElement++;
od;
break;

(1) ->/* make fasilitation massage */

countArrayl = 0;

do

break;

(countArrayl < ARRAY_MAX) ->

if

skip;

((secInfo[countArray1] .element [0] == COMB_PAIR)

|1 (secInfolcountArrayl].element[0] == COMB_CRYPT)

|1 (secInfolcountArrayl].element[0] == COMB_HASH)) ->

result.element [countArrayl] = secInfol[countArrayl].element[0];

secInfol[countArrayl] .element [0] = NULL;
separateData(countArrayl) ;
countArrayl++;

fi;

od;

countArrayl = 0;

do

(countArrayl >= ARRAY_MAX) -> break;

else ->

if

(secInfolcountArrayi] .element [0] == NULL) -> skip;
else ->

countInfoSize(secInfo[countArrayl], countResult);
changeSameStructure(secInfo[countArrayl], countResult);
countElement = 0;

do

(countElement >= countResult) -> break;

else ->

result.element [countArrayl+countElement]

= secInfolcountArrayl] .element [countElement] ;
countElement++;

od;

fi;

countArrayl++;

od;

fi;
}

/* sk ok ok ok ok 3 ok 3k ok 3k ok 3k ok ok 2k ok ok sk 3K ok ok ok ok ok ok ok ok ok 3k %k %k 3k kK */
/*  BEBERE R 2 OFRICOMRLTHER  */
[ % skokokokokokokokskok Kok ok ok ok Kok sk ok Kok ok ok Kok Rk kok ok ok /
inline separateSec(ss_num){
setInitArray(tempAnalzl);
setInitArray(tempAnalz2);

countElement = 1;

countResult = 0;
countInfo = 1;

do

(countElement < ELEMENT_MAX && O < countInfo) ->

if

((secInfolss_num].element [countElement] == COMB_PAIR)
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345 || (secInfolss_num].element [countElement] == COMB_CRYPT)
346 || (secInfolss_num].element[countElement] == COMB_HASH)) ->
347 countInfo++;

348 :: else —>

349 countInfo--;

350 fi;

351 tempAnalzl.element[countResult] = secInfo[ss_num] .element [countElement] ;
352 countElement++;

353 countResult++;

354 :: else —> break;

355 od;

356 checkGetInfo(tempAnalzl, tempFlawil);

357

358 countResult = 0;

359 countInfo = 1;

360 do

361 :: (countElement < ELEMENT_MAX &% O < countInfo) ->

362 if

363 :: ((secInfol[ss_num].element[countElement] == COMB_PAIR)
364 || (secInfo[ss_num].element[countElement] == COMB_CRYPT)
365 || (secInfo[ss_num].element[countElement] == COMB_HASH)) ->
366 countInfo++;

367 :: else ->

368 countInfo--;

369 fi;

370 tempAnalz2.element [countResult] = secInfo[ss_num] .element [countElement] ;
371 countElement++;

372 countResult++;

373 :: else -> break;

374 od;

375 checkGetInfo(tempAnalz2, tempFlaw2);

376

377 countElement = O;

378 if

379 :: (tempFlawl && tempFlaw2) ->

380 do

381 :: (countElement < ELEMENT_MAX) ->

382 secInfolss_num].element [countElement] = secInfo[secInfoSize-1].element [countElement];
383 countElement++;

384 :: else —>

385 secInfoSize--;

386 break;

387 od;

388 :: (!tempFlawl && tempFlaw2) ->

389 do

390 :: (countElement < ELEMENT_MAX) ->

391 secInfol[ss_num].element [countElement] = tempAnalzl.element[countElement];
392 countElement++;

393 :: else -> break;

394 od;

395 :: (tempFlawl && !tempFlaw2) ->

396 do

397 :: (countElement < ELEMENT_MAX) ->

398 secInfol[ss_num].element [countElement] = tempAnalz2.element [countElement];
399 countElement++;

400 :: else -> break;

401 od;

402 :: else —->

403 do

404 :: (countElement >= ELEMENT_MAX) ->

405 secInfoSize++;

406 break;

407 :: else —>

408 secInfolss_num].element [countElement] = tempAnalzl.element [countElement];
409 secInfolsecInfoSize].element [countElement] = tempAnalz2.element [countElement];
410 countElement++;

411 od;

412 fi;

413 }

414

415 /% skdokkrokkkokkkokokskokdoRskRok Rk skokkkokk ook KRk ok /
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416
417
418
419
420
421
422

423 ::
424 ::

425

426 ::

427
428
429

430 ::

431
432
433
434
435
436
437
438
439
440
441

442 ::

443

444 ::

445
446
447

448 ::

449
450
451
452
453

454 ::

455
456
457
458
459

460 ::

461

462 ::

463
464

465 ::

466
467
468

469 ::

470

471 ::

472
473

474 ::

475

476 ::

477

478 ::

479
480

481 ::

482

483 ::

484

485 ::

486

/* AREHR (PAIR) %40 L T */
/* *x Kook kkkk Rk k[
inline separateGetPAIR(sgp_num){
countElement = 1;

countResult = 0;
countInfo = 1;
do

(countInfo <= 0) -> break;

else ->

if

((getInfolsgp_num] .element [countElement] == COMB_PAIR)

|| (getInfolsgp_num].element[countElement] == COMB_CRYPT)

|| (getInfolsgp_num].element[countElement] == COMB_HASH)) ->
countInfo++;

else —>

countInfo-—-;

fi;

tempAnalzi.element [countResult] = getInfo[sgp_num].element [countElement];
countElement++;

countResult++;

od;

checkGetInfo(tempAnalzl, tempFlawl);

countResult =
countInfo = 1;
do

0;

(countElement < ELEMENT_MAX && O < countInfo) ->

if

((getInfo[sgp_num] .element [countElement] == COMB_PAIR)

|| (getInfol[sgp_num].element[countElement] == COMB_CRYPT)

|| (getInfolsgp_num].element [countElement] == COMB_HASH)) ->
countInfo++;

else ->

countInfo--;

fi;

tempAnalz2.element [countResult] = getInfo[sgp_num].element [countElement];
countElement++;

countResult++;

else -> break;

od;

checkGetInfo(tempAnalz2, tempFlaw2);

countElement = 0;

if

(tempFlawl && tempFlaw2) ->

do

(countElement < ELEMENT_MAX) ->

getInfo[sgp_num] .element [countElement] = getInfolgetInfoSize-1].element [countElement] ;
countElement++;

else >

getInfoSize--;

break;

od;

(!tempFlawl && tempFlaw2) ->

do

(countElement < ELEMENT_MAX) ->

getInfolsgp_num] .element [countElement] = tempAnalzi.element[countElement];
countElement++;

else -> break;

od;

(tempFlawl && !tempFlaw2) ->

do

(countElement < ELEMENT_MAX) ->

getInfolsgp_num] .element [countElement] = tempAnalz2.element [countElement];
countElement++;

else -> break;

od;

else ->

do

(countElement >= ELEMENT_MAX) ->

getInfoSize++;
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487
488 ::

489
490
491
492
493
494
495
496
497
498
499
500
501
502
503
504

505 ::

506

507 ::

508
509
510

511 ::

512
513
514
515
516

617 ::

518
519
520
521

522 ::
523 ::

524

6525 ::

526
527

528 ::

529
530
531

5632 ::

533
534
535
536
537
538

639 ::

540

641 ::

542
543
544

545 ::

546
547
548
549
550

5561 ::

552
553
554
555

566 ::
6567 ::

break;

else ->

getInfo[sgp_num] .element [countElement] = tempAnalzl.element[countElement];
getInfolgetInfoSize] .element [countElement] = tempAnalz2.element [countElement];
countElement++;

od;

fi;

}

/% sk kR kR kR ok kR %/
/% ARIESR (CRYPT) Z 0 L THM  */
/% kkkkk */
inline separateGetCRYPT(sgc_num){
countElement = 1;

countResult = 0;
countInfo = 1;

do

(countElement < ELEMENT_MAX && O < countInfo) ->

if

((getInfolsgc_num] .element [countElement] == COMB_PAIR)

|1 (getInfol[sgc_num].element[countElement] == COMB_CRYPT)

|1 (getInfolsgc_num].element[countElement] == COMB_HASH)) ->
countInfo++;

else —>

countInfo--;

fi;

tempAnalzl.element [countResult] = getInfo[sgc_num].element [countElement];
countElement++;

countResult++;

else -> break;

od;

countResult = 0;

do
(countResult >= agent_num) -> checkGetInfo(tempAnalzl, tempFlawl);
else ->

if
(tempAnalzi.element [0] == private_key[countResult]) ->

tempFlawl = true;

break;

(tempAnalzl.element [0] == public_key[countResult]) ->
tempAnalzl.element [0] = private_key[countResult];
checkGetInfo(tempAnalzl, tempFlawl);

break;

else -> countResult++;

fi;

od;
countResult

countInfo = 1;
do

0;

(countElement < ELEMENT_MAX && O < countInfo) ->

if

((getInfo[sgc_num] .element [countElement] == COMB_PAIR)

|l (getInfo[sgc_num].element [countElement] == COMB_CRYPT)

|l (getInfolsgc_num].element [countElement] == COMB_HASH)) ->
countInfo++;

else ->

countInfo--;

fi;

tempAnalz2.element [countResult] = getInfo[sgc_num].element [countElement];
countElement++;

countResult++;

else -> break;

od;

countResult = 0;

do

(countResult >= agent_num) -> checkGetInfo(tempAnalz2, tempFlaw2);
else ->
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568 if

559 :: (tempAnalz2.element[0] == private_key[countResult]) ->

560 tempFlaw2 = true;

561 break;

562 :: (tempAnalz2.element[0] == public_key[countResult]) ->

563 tempAnalz2.element[0] = private_key[countResult];

564 checkGetInfo(tempAnalz2, tempFlaw2);

565 break;

566 :: else —> countResult++;

567 fi;

568 od;

569

570 countElement = 0;

571 if

572 :: (tempFlawl && tempFlaw2) ->

573 do

574 :: (countElement < ELEMENT_MAX) ->

575 getInfolsgc_num].element [countElement]

576 = getInfol[getInfoSize-1].element [countElement];

577 countElement++;

578 :: else —>

579 getInfoSize--;

580 break;

581 od;

582 :: (!tempFlawl && tempFlaw2) ->

583 do

584 :: (countElement < ELEMENT_MAX) ->

585 getInfolsgc_num].element [countElement] = tempAnalzi.element[countElement];
586 countElement++;

587 :: else —> break;

588 od;

589 :: (tempFlawl && !tempFlaw2) ->

590 do

591 :: (countElement < ELEMENT_MAX) ->

592 getInfolsgc_num].element [countElement] = tempAnalz2.element[countElement];
593 countElement++;

594 :: else -> break;

595 od;

596 :: else -> skip;

6597 fi;

598 }

599

600 /% Hokokkokkskokkokokskokkokokkok Kok kokokdokkokkokkokk ok /

601 /* i) & A RRALHR */

B02 /% Hsoksokksokkokkokokkokokokkk kK koK kR Rk Kk ok [

603 inline ruleReversedComposite(){

604 do

605 :: break;

606 :: (secInfoSize < ARRAY_MAX-1) ->

607 chooseSecNum(countArrayl) ;

608 if

609 :: ((secInfol[countArrayl].element[0] == COMB_PAIR)

610 || (secInfol[countArrayl].element[0] == COMB_CRYPT)

611 || (secInfolcountArrayi].element[0] == COMB_HASH)) -> separateSec(countArrayl);
612 :: else -> break;

613 fi;

614 od;

615 }

616

BLT /% skskokokskokokkokokokkokokok Kok ok ok ki ok Kok ok kokokkokok ok ok /

618 /* fRAT ALER */

B19 /% kkrkksokkkkskokokkokokkk kKRR Aok kR Kk ok ok /

620 inline ruleDecomposite(){
621 do

622 :: break;

623 :: (getInfoSize < ARRAY_MAX - 1) ->
624 chooseGetNum(countArrayl);
625 if

626 :: (getInfol[countArrayi].element [0]
627 :: (getInfol[countArrayi].element [0]
628 :: else -> break;

i

COMB_PAIR) -> separateGetPAIR(countArrayl);
COMB_CRYPT) -> separateGetCRYPT(countArrayl);

37
B N e NI ol T B R 1R




629 fi;

630 od;

631 }

632

B33 /k skokokokokokkokkok koK ok ok Kok ok ok Kok kK ok Kok ok ok ok ok k k k */
634 /* Pt */
635 /* kkx FokkkkKkk k[
636 inline ruleCompare(){

637 flaw = true;

638 countArrayl = 0;

639 do

640 :: (countArrayl >= secInfoSize) -> break;
641 :: else —>

642 checkGetInfo(secInfolcountArrayl]l, tempFlawil);
643 flaw = (flaw && tempFlawl);

644 countArrayl++;

645 od;

646 assert(!flaw);

647 }

648

649 /* * * Hkokok KKk KKk Kk ok [
650 /* TakR A */
B51 /% skskkokskokdokskokkokskkkkkokokdkokokokokkokokkokkok ok /
652 proctype procA(byte MY_ID){

653 byte MY_NONCE, P_ID, P_NONCE;

654 chan my_chan, p_chan;

655 Contents data;

656 atomic{

657 private_key[MY_ID] = ID_MAX + MY_ID;

658 public_key[MY_ID] = (ID_MAX * 2) + MY_ID;
659 MY_NONCE = (ID_MAX * 3) + MY_ID;

660 my_chan = proc_chan[MY_ID].C;

661 getAValidProcess(P_ID); /# choose the partner */
662 p_chan = proc_chan[P_ID].C;

663

664 data.element[0] = COMB_CRYPT;
665 data.element[1] = COMB_PAIR;
666 data.element[2] = MY_NONCE;
667 data.element[3] = MY_ID;

668 data.element[4] = public_key[P_ID];

669 endAl: p_chan!msgl(MY_ID, data);

670 }

671

672 endA2: my<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>